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11 October 1972

MEMORANDUM FOR: Chief, Special Security Center
SUBJECT Procedures for Maintaining Accountability
of TOP SECRET and Compartmented
Intelligence Documents - Draft No. 4

"o

REFERENCE : Memorandum from Chief, Special Security
Center, dated 19 September 1972, same
subject STAT

l. In accordance with your request I have reviewed Draft
No. 4 of the proposed control procedures for TOP SECRET and
compartmented materials, I have discussed most of my comments
on this latest draft already with| of your office, STAT

2. For your comnsideration attached is an annotated copy of
Draft No. 4 of the procedures reflecting my recommendations for
changes; I have deliberately tried to avoid making editorial-type
comment.

3. Most of the comments annotated on the draft pertain to
two isgues:

a. This new draft implies not only the
establishment of uniform procedures for TOP
SECRET and compartmented materials but also
the establishment of a single system. In assum-
ing responsibility for the management of the
Agency's TOP SECRET control program, the

Physical Security Divigion does not forsee the
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establishment of a single control system,
but only the goal of uniform requirements
for accountability;

b. In view of the fact that large
amounts of TOP SECRET and compart-
mented materials are now in other forms
than hard-copy documents, I have deleted
use of the term document from most portions
of the paper, sometimes substituting the
word material.

4. Although I readily acknowledge the security problems
involved in the control of the reproduction of sensitive intelligence
documents, I believe that the requirements get forth in paragraph
14 of the draft necessitating the authorization of the originator as
a basis for reproducing TOP SECRET or compartmented materials
both impractical and out of date. First of all, I challenge the
advantage in such rigid control; secondly, this requirement will be
followed oniy by scrupulously honest people and is unenforceable;
thirdly, in the computer environment we are constantly reproducing
TOP SECRET and compartmented data with absolutely no possibility
of implementing a system whereby reproduction is controlled by the
originator. Although my comments on the draft itself do not delete
paragraph 14 in its entirety, I suggest that serious consideration be
given to a proposal whereby this paragraph would be amended to
merely accent the need for limiting the reproduction of such docu-
ments to the requirements of efficient operation.

5. Draft No. 4 is clasgified SECRET; I believe that the
entire paper contains no classified information and should be handled
simply as '"Administrative - Internal Use Only'',

Deputy Chief for Computer Security
Physical Security Division

i : : \ RTVIT FATES g‘,mgrgg n
Distribution: ,1BWN§&TRHNL “yiub Lotk i3t ONLY
Orig & 1 - Addressee
1 - IPB File: Administrative, Policy, Top Secret Control Function
1 - IPB Chrono
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DRAFT NO. 4

Ow efor'm. Cowh—ol

- Procedures for ﬁ/xam aining Accountability oj
" TOP SECRET and Cornpartmented Intelllgence -- dﬂbﬁL
. E)ocumentsa .

U form prae.edwte.s $or
1. EA single system oadocument accountabhltyes"eSx,abllshed

wmateriel

in CIA for TOP SJ:.CRE"'Aand 1nLormaL10n sub_]ect to snec1al compartmen‘.ed
systems of security control gon'sistent with the proyisions .of Executive ,
Order 11652 and the several au‘thori‘cies g.overni_rig "thvve security protgction
of compartme‘nted' intelligence iﬁdrrﬁ&tion and m‘a'ter';lél.s, E’The heretofore
separate functions of TOP SECRET registry and the cont£6_1 ofcorﬁpart—
mented intelligence information afe combinefa |

2, Agency I‘DIerpl.ltyrDirectors,. heads; of.indepehdentréffices, and
operating officials will serve as the prlnClpé,l levels of accountablllty for
all inter- and intra- Agency TOP SECRET and compartmented 1nte11we*1ce

] , , :

information correspondence) the maintenance of an.ov.erall CI.A TOP
SECRET regléury is no longer re‘qulreca.

3. Adency Depﬁty Directors, hea.ds of 1ndependem ffiéesl, and

| leweut | | |
operating _ofﬁc_:ials willE_stablish within'their res'pectiverffices' procedures
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consistent with the provisions of this instructiqh tormaint.ain. acéounﬁ_
agility_ for all ‘such materials entering, 1eavin_g or niaintaine&‘ by their
offices, and will ap?oint[ciocunjenacontrol officers to aésiét them in

the exercise of this rve.spOnSibili‘cy° TheseEIocu.rnechont.roltofficérs

will po’ssess. TOP SECRET secﬁrity’cléarénce :in a'ddit‘ic.)n' to éécess i
'approval for those special compartmented secunty sysrtems requhed

in the conduct of the bUbIHGSS of their offices. E)ocumenBéontrol officers

may estabhsh such secondary levels of control within thelr areas of jur-

@Yy ates

isdictiOn as are necessary to the maintenance of strict accountability.
r | _4., In the interests of more efficient operation, all Agency

couriers--excepting temporary summer employees sometimes assigned

g 2

to messenger dﬁties-—will_ be cleared and approved for the delivery of

TOP SECRET in addition to any document or material which is subject

Sheolol be tone
LWrth

L.to special compartmented securlty controls.
5, To assist the procesies of accountablllty,EaacQTOP SECRET
or comparcmented 1nte111crence@ocumen3w1ll be asswned aEi.ocumenacon-
ws ’ '
trol number, ocumems]produced in CIA will be asswned a control num-

ber by the appropriateElocumenBcontrol officer; blocks of TOP SEC_RET

control numbers will be allocated to each documenﬂcon‘crol officer by the
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. Agency TOP SECRET Control OxflcerElocated in the O 1ce of Securlty}
control numbers for compartmented 1nte111gence documents are provided
by the authorities specified in the several manuals and regulations gov- .

erning these special systems of securlty control "TOP SECRET'docu’— o
ments recelved from outside CIA|will be prOV1ded a CIA TOP SECRET -

§Mth+l—+rw( o Momalll&',g'

control number for the purposes of internal Agency accountablllty,

however, Untle tage 0§ Tod SeeeT ol always B

the case of compartmented intelligence documents, the orlcrm tor's -
number will serve as the control dewce wnhm CIA
Ttewms |

6. EDocumentg transmitted for one deputy dlrectorate, 1ndepen—
dent office or operating official to another, or to another departrn_ent or
wall " - -
agency of the governmenuc{nusﬂbe sent v1a tne approprlate document con-
trol officers in order to_-recerd transfer of accountablhpy, Within their
separate areas of jurisdiction, ‘Elecumenacomrol officers: will institute

Ns

approprlate internal procedures designed to 1nsure accountablllty of all

| oberiad
TOP S?CRET and. compartmented 1n=,e1116ence docurnents not intended
for distribution outside thelr _respectlve offices., In recogniti_on of the
special problems involved in those offices dealihg daily with 1argebv_olumesv
of such materials, -the Director of Security may appi'ove a relaxation of

the internal document accountability requirement upon a finding that

other appfopriate safeguards have been implemen’ced‘.;

SPRENL j
TR LR
B Gra e b i e R
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1. TOP,SEC.RET or cor’npartnzehted intelligenceEiocumentg

may be delivered by any CIA courier service. Withinlthe separate

Wiiduel a «Cmd.ﬁ- 95 va~tane lkdiuui—m

facilities of Lhe ge®y I—Teadqu ers establishment suchEocuments

' ] A .

W;‘Q& may be dehvered by any Agency employee posses Sing the required

‘ - | aocess | | | -
level of security clearance and approvalfor access to the documen“ S
_contents., Use of an Agency_courielj service is mandatory in the case
of any document transferred outside of any of the several Agency I—I'_ead—}
quarters facilities,

8. Use of the cover sheets on compai'tmented intelligence ‘andi'_'

non- compartmented TOP SECRBT documents 1s optional as long as the

document remains w1thm[he cla I—Ieadquarters estabhshmenj Appro-

priate cover sheets will be used whenever documents are dispatched

outside of CIA.

’lua:?a.t A.QS |

9. TOP SECRET and compartmented 1ntellloenceLocumentsz

will be delivered in guch manner as to preclude 1nadvertent exposure.

Watenals

When such@ocument‘] are dehvered between or to other p01nts out51de
the several CIA Headquarters facilities, they shall be eﬁclosed in
| opaque inner and outer covers prior to transmitting The 1nner cover
1 . _ : , L 4

shall be a sealed and_,addres sed wrapper‘or envelope_ plainly marked.

'
Il
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with the assigned clas sificatioh éna bearing the vs’pecial secﬁritgr ;ysﬁern
indicator. marking pr.esc;rib‘ed' byv_the several 'autllorities _g'ov.ebrning‘ ’éﬁch N
systems. The outer cover shall be s;e'aled a.nd. addre.ss‘ed, | reﬁiécting no.
indication of thev cléssﬁica‘cio_n of its content§ but bearing '2-1 return address

in addition'to the followintT notice:

PROPERTY OF THE U. S GOVER\IMLNT
- DO NOT OPEN :
If found please call Washington, D. C. .
351-6161, Collect. I

10. The primary record of acc_ountablllt‘y _is-theEﬂocumethon— o o

trol log which is maintained by each@dcumen:c]contrvol ,officer‘Eeconda‘r;y.

recordg, not required in all cases, include the document receipt and the

courier redgipt. Because of innovations in the field of automatic data
_ _ ) _ , .

processing pos3¢ssing possible application to document control procedures,

and because the volipe of document control work will vary from office to
office, no precise formaid\is p-rescribed for the doc'uam‘enticontrol log;

rather, Deputy Directors, hedg of independent offices, and operating

officials are encouraged to devise idgovative procedures which enhance

the efficiehcy of their overall operations,\while seeking the advice and

\ guidance of the Di_rector' of Secu'rity_to insﬁre‘ at the system still c»ontaina-

- Via aoung Na—r 7o 65 mﬁA/S‘M/ﬂﬁ,b
- Bysipe! peomi (e
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Ehe essential informational elements of document accountablllty) Thﬁs&

will Contan the
ess ntlal 1nformat10na1 elements of Locuxnenﬂaccour amhty mcludw

a. Document control m_l.rnbe‘r, |

b. Criginator,

C. Cppy number(s),

d. Date received/dispatched,

e. Total number of'cop_ies,‘

f. Identity of intended recipient.
11. Within and between .thé several CLA Headéuartefs- f&cilitie#, -

accounta .}hty for LOP SF‘CRET and compartmented 1nce1110ence Eocti-‘

ments| will automatlcally' pass to the .recelvnw office upoq fransmlttal of

the ocu,mentj The respective logs of the sender aﬁd the recipient yvill ‘

be useci to evidence the trahsfer of acéountab‘ilitgr;:_vlvit‘hin and -bet’yve.én such

facilities ,the. uéé of documenﬁ and courier re‘cei_pts is no 1o.nger.“require.d‘,

although use of the _former is Still 'pe_rmissable -p;a.rticularly whe;e the }

sl

,Requests on the part of senders that@ocumenarece?i be telephomcallyw

document recelpt constltutes an element of the sender's 1og record.

acknowledged will be honqred by the recipients, E

i Giadliked = , '

SR o |
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12. The use of 1z.)oth courier and document récemts in the
delivery of TOP SECRET and comparumented 1ntellwence&ocumentg M—M
Eo departmeﬁts and agencie‘zgo.utsn.ae the ‘CIA is mar;datory.: Co_urler .
receipts will be numberéd ée_:;-ially and the numbéf_will be inscg‘ib'ed
~on the» corresponding document__receipt(s).and on thé é_nveloia_é or wrap-
pers. In fhe case of cc-)mpar'tmented intelligencé décﬁ;ﬁénﬁs the vforzr’n:at
~of the document receipf will be as prescribed by the iseVeral 'a_ﬁtf.horities
goverﬁiﬁg the s‘ec-urit-); control of such informat‘ion'; IVT.OP SECRET _cllocu-g‘ |
" ment re;:eipts will include at a minimums; docxllr.nent'r.mmber,_ Qrigiﬁatof;
date dispatched;_ .intended recipignt; date received, and ébpy number.
- 13.' The destrucﬁon of TOP SECRET or c'ompartmeh;ced inte'llrij—' o
Wil o S B
gence docurnents&nust be accomplished in accordance with applicable
laws and regulations. Questions concerning the legai Vauthority for the
destruction of Government recor‘d‘s should bé referred‘to the‘.area records
officer. Surplus copies of TOP.SEC_RET .or‘c'omp‘artmenr‘ce'd-intelligence
documents may be destrovyéd by appro;»red means., | The date of destruction
a{ ropriate A -
will be recorded in thejareaflog. It is tne responsxblllty of the custodlan |
to infor_rh the appropriate Control Officer Qf destruction.. o ‘
14, TOP SECRET or corrniaartment-edb int'eliigence_.documents |
may be réi)rodu'ced only upbn authorization by vt.he originétqr and repro-.

duction must be limited to the minimum number of cbpies required for

"41
b J-) 3
AR I A ]
N fa v Lk
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oluz,d\au wlll Q Soogl«f "fﬁwval‘ -fﬂe Q?rrofwda

‘ eff1c1ent operation. Repr oductlon copies will be controlled in the same

4
manner as prescribed for original copies. = . .. e :
&N | : _ oL . )
M\CIA—'Droduced Documents ‘ ' ' : X

Pernﬁ}s sion to repro'duvce CIAe'oz;igiﬁafced TOP
. SECRET Qr compartmented intelligence vdocull'nenj:s N
will be obtaindd from the ‘ori.ginator if within the
area proposing ,.to fod}lce or through the approf
| priate control ofz’icer if ) another‘ are'a..“

~ (b) Non-CIA Produced Document

Permission to reproduce' T SECRET or com-
partmented intelligence documents of otheNthan CIA
origin will be requested through the receiving‘con

or sus dtﬂ.

15, Any knownkcompromlse of TOP SECRET oxr compartmented

officer.

| '  intelligence information, or loss of or failure to account for TOP SECRET
1 witl |
- or compartmented 1nte111gence documents&nuste promptly reported to

the Dlrector of Security, who is charged with the conduct of approprlate

investigation of such matters.,

'-’\«-': LR
C,_uJ\ m.i
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